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Outline p2mberlin

= Safety assessment methods
= Known tools for Capella
= Project scope and workflow

= Developed methods This symbol

means a

- Example poll is coming!

N

= Conclusions *
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Safety Assessment Methods

Method Description Modeling Elements Approach
considered

FHA (Fault Evaluates functions to identify ~ Functions top-down
Hazard Analysis) ~ and classify potential failures

FTA (FautTree Deductive analysis focusing on  Functions and their top-down
Analysis) causal relationships, using relationships

Boolean logic
STPA A systems approach focusing  Control actions top-down
(Systems on unsafe control actions
Theoretic Process
Analysis)
FMEA (raire A multi-perspective approach  Components, subsystems, bottom-up
Mode and Effects ~ With focus functions, processes *
Analysis)
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Known tools for Capella p2mberfin

Name Implemented | ARCADIA
methods diagrams

References [8] and [9]

Safety FHA [SAB] > “SFBD*
Architect FTA [PAB]

FMEA [PAB]
ATICA4 FHA [SFBD], [SAB]
CAPELLA FTA [LAB]

FMEA [PAB]
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Project scope p2mberlin

= FAILURE IDENTIFICATION (as opposed to EVALUATION) as priority: this
method does not aim at substituting any safety analysis method, but rather
at providing the modeller with a model-generated failure list at the start

= L QUANTITY APPROACH": no qualitative criteria is applied in the failure
identification phase. All failure which ,the model can imagine® are listed

= |IGNORING CAUSES at first: this approach does not consider possible
failure causes. These will be considered in the evaluation phase.

= Tailoring to PHYSICAL ARCHITECTURE: only this layer was considered ‘
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Relevant model elements p2mberlin

= Functional exchanges, functional
chains, exchange scenarios

= Modes / States with triggers and
entry/do/exit functions

ggggggg

] Hybrid Suv

= Configurations / Situations

References [4], [5] and [6]
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The VPMS Viewpoint p2mberlin

Configuration Situation
State 1 @
T = =
s D (state 2 D
= subset of the system = collection of states
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Project activities p2mberlin

= Determine failure types

= Define ways of identifying failures (depending on type)

= Define ways of assessing the consequences of each failure

= Define ways of rendering the analysis results to a human evaluator
= Code this procedure in python (py-capellambse)

= Test the results on a company model
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Failure Types

NETNLE Description ARCADIA ,translation* Reference
diagram (PA)

Component A component A component, a functipn, a links or an [PAB]
failure becomes exchange are not available
unavailable
Function or A function or A function or state/mode is realized at an [ES], [PFCD]
rocess process becomes  unwanted time;
P ) unavailable An expected function or state/mode
failure realization does not occur
Content A message, result A component attribute is set to an [ES],
failure or parameter unexpected value;
becomes wrong An exchange item attribute is set to an *
unexpected value
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Component failure analysis p2mberlin

— R Startup —
ist o — = shutdown —
HOTPIET affected

Failure I
elements — Nominal processing —
— Redrectto...  —

Impact

If we take these components out, $ o
what does the scenario look like?

Do new configurations / situations $ 0
appear? Which ones? ' '

Is there a scenario stop? $ o
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Analysis of affected elements REIRLSH

Capabilit
NodePC p y

- o=
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xample: Component failure yerire sl p2mberlin
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Example: component failure
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Example: component failure AT
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Example: component failure A

SMO SM1 SMO SM1 SMO SM1 1.1
available active available ? available ? 1.2
available active available ? available ? 1.3
available active available ? available ? 1.4
available active available ? available ? 1.5
available active available no.t NOt ? 1.6

running available
available active available no_t NOt ? 1.7
running available

Control action: activate first- .
Bl entsp Niveg flush when >90% full [ES] analysis
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Example: component failure A

available active available not not closed | 1.6
running available
SMO SM1 SMO SM1 SMO SM1 1.1
available active available rur:]r?itn av;ilztble closed 17
available active available ? available ? 1.2 9
available active available ? available ? 13 <> Situation. Failure 1
available active available ? available ? 1.4
available active available ? available ? 1.5
available active available noF npt open 1.6
. . . not not running | available
available active available . . ? 1.6
running available . .
. . ) not not available active available no n_:) bi open 17
available active available ) . ? 1.7 running | available
running available

$ Situation: Failure 2

[ES] analysis
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Example: component failure
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Example: component failure

H 9- i - E

Datei Start Einfiigen Seitenlayout Formeln Daten Uberpriifen Ansicht Entwicklertools Hilfe Inguire ‘:Jr Freigeben

Einfi - -
Calibri “11 A A 7 Standard ' g magen > T .
) Ba ) > Loschen ~ [~

Einfiigen < FKU-B- 2-A- .o oo | 50 . .Bedl_ngte A-Is Ta_b.elle Zellenformatvorlagen

- ormatierung ~ formatieren ~ h

Sortieren und Suchen und
Il Format ~ A
Zwischenablage Schriftart Ausrichtung Zahl Formatvorlagen Zellen Bearbeiten

Filtern ~  Auswahlen ~

Failure Nr Situation Name Exchange Scenario Situation scoring

1 Failure 1 Entsp NivReg

1 Failure 2 Entsp NivReg

3 Failure 3 StoMlId

4 Failure 4 FunctionalChain 2

5 Failure 5 Entsp NivReg

6 Failure 6 FunctionalChain 2

7 Failure 7 Entsp NivReg

o

~N o u bhlwN o

Situation
scoring

© |

> .. Mary Component_Failures Process_Failures Content_Failures Affected_Components_Lists Affected_Capabilities_List Affe ...
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Example: component failure

H - FailuresTabl

Datei  Stat  Einfa z Formeln  Daten  Uberprifen  Ansicht  Entwickl Hife  Inquie Q' Was mochten Sic tun? . Freigeben Fal Il |re

¥ s .
Rz c A A 3 Textumbruch B | B standard Schlecht ] 3 AutoSumme 4 L ]
B& Kopieren - — >

.i - [ Ausfallen~ H
e . \erbinden und sentiren « T Bedingte  AlsTabelle | [EYTERSTSS EPEISTEl _  Einfugen Loschen Format ) Sortieren und Suchen und Va u atl O n
.-+ Format ibertragen = Formatierung * formatieren v T - - - Loschen - Filtern~  Auswahlen ~

Zwischenablage Schriftart 5 Ausrichtung 3 Zellen Bearbeiten

5

K
Nr.ofaffected  Nr.ofaffected  Nr. of affected severity Severity Probability Detection Risk Priority
~|component Name 1T/ component Type 1| components -|  Functions [+|  scenarios [~ iliti ituati Number (SN[~|  Category [~| Number (PN)[~| Number (DN) | Number (RPN~

100w power supply 1 <class’_main__.NodepC'> ° [ 1

100W power supply 2 <class'__main__.NodePC'>

Accumulator <class'__main__.BehaviorPC'>

Actuators (cylinders) <class'__main__.NodePC'>

Adapter housing <class'__main__NodePC'>

Arrival signals <class’_main__NodePC'>

Arriving train passing lass'__main_.ComponentExchang
Backplane bus <class'__main__.NodePC™>

Barrier <class'_main__.NodepC'>

Barrier command <class'_main__.BehaviorpC'>

Barrier position detection  <class'_main__.BehaviorpC'>
Barriers statuses <class'__main__.ComponentExchange"
Blocked barrier signal <class'__main_.ComponentExchange’
Blocked obstacle signal <class'__main_.ComponentExchange’
Busslot 1 <class'_main__PhysicalLink>
Busslot2 <class'_main__Physicallink>

Close <class'_main__State’>

Close <class'_main__state'>

Command control <class'_main__BehaviorPC'>

Command control 2 <class'__main__.BehaviorPC'>

Command conversion <class'__main__.BehaviorPC'

Conflict situation <class'__main__.ComponentExchange"

Control board <class'_main__.NodepC'>

Control board 2 <class'_main__.NodepC'>

Control system cabinet <class'__main__.NodePC">

Crossing detection <class'_main__BehaviorPC'>

Crossing prevention device  <class'_main_.NodePC'>

Crossing prevention devices cc <class'__main__.ComponentExchange
<class'__main__.ComponentExchange’
<class'__main__.ComponentExchange’
<class'__main__.ComponentExchange'
<class'__main__.ComponentExchange'

Delays notification <class'__main__.Componentexchange'

Departure signals <class'__main__.NodePC'>

Detections on the track <class'_main__.Componentexchange'

Detections on the track <class'__main__.ComponentExchange"

r
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r
4
r
r
r
r
r
r
r
r
r

i

r

r

r

r

Component Failures re Conten Affected_Componen Affected_Capabilities_List | Affected S
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Conclusions

= Qverall project impression
= Feasibility

= Critique

We welcome your feedback to improve our evolving approach

for holistic fault analysis for Arcadia users

Stay tuned for session 4! - Efficient and Comprehensive FMECAs: Harnessing
the Power of MBSE Models in Capella
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Thank you for your participation!

If you have any questions or would like to connect, please contact:

steven.huang@mantech.com alice.cellamare@p2mberlin.de
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EXTRA SLIDES
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Analysis output p2mberlin

Component
failure

Function or
process
failure

Content
failure
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Points to expand p2mberlin

= Failure combinations
= Situation diagrams?

= Limits of the approach: any failure modes that would only come up
through, for example, physical modelling?

= Other
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Failure classes p2mberlin

Class Failure :
Class ContentFailure

SerialNr: int

SourceElement: CapellaElement SourceElement: Exchangeltem

SEV: int isNoValue: boolean
Class ComponentFailure OCC: int «— | isOverMax: boolean
SourceElement: Component/Link/Function / DET: int isUnderMin: boolean
getAffectedElements(): list[CapellaElement] ComputeRPN(): int
TurnintoProcessFailures(): list[ProcessFailure] GetResultingConfig(): Configuration 1

GetResultingSit(): Situation
1.* U 1 1 7'} . ;

Class SkipFailure

SourceElement: PropertyValue
ReferenceScenario: Scenario

Class SlipFailure
SourceElement: PropertyValue

ReferenceScenario: Scenario
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Class ProcessFailure

A

SourceElement: Function/State/Mode
ReferenceScenario: Scenario
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Scenario breakdown w. ALT p2mberlin

V . BetrPers } ! g.Re ' = i . BetrPers
_______________________ e
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1.1.1 | available available ? : 1.
=TT NAATOCPOOT ~ """ ittt
B B 5
1.1.2 available available M [ : Meswt NAAIOTEPOM [Dr-wi] L S n S !‘_’!‘_’_2 _____
1.1.3 available available ? | | o 1.1.3
________ Pm——————————— _.vts'uahsasrau/._ S ——
1.1.4 available available ? [ w speichern MesWi 1.1.4
"""" ===~ gineren SW =~~~ [T
1.15 available available ? !
________ L SWDIffDE G Tro IDE-WH ______________;I'_'EI'_'_S_____
1.1.6 available available ? : :
1.1.7 | available available ? : :
S S — . R —
1.1.8 available available ? ‘ ‘
S S ——— R . S
1.19 available available ? ‘@ | I
- —FSW: DifDF & Fro—<-IW-Dr-NAATGEP00T } — = = = — =
2.1.1 available available ? [ I
________ |
2.1.2 available available Active : :
2.1.3 available available Active : :
" T[SWDifforaTro >= W Dr NAATO CPOOT ] | Tt e

deaktivieren [Befehl

221
2.2.2
2.2.3

| 1
| |
| |
| |
| |
| |
| |
| |
T T
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